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An Average Minute on the Internet



Ransomware 
Statistics

Cyber Security Ventures is projecting that a 
business or organization will be hit with a 
ransomware attack EVERY 14 SECONDS in 

2019.

Attacks on health care organizations are up 
195% from Q4 2018, and as of May 2019 are 

up 500% year over year. 
(www.hippajournal.com)

A total of over 850 million detections are made 
annually (phoenixNAP)

In 2018 over half of all attacks were in the 
healthcare industry with that number 

expected to quadruple by next year (CSO 
online)

http://www.hippajournal.com/


The damage 
ransomware 
attacks cause 
is 
overwhelming

Total costs of $75 Billion per year

Average cost per business attack is $133,000

Over a third of business hit will take more than a 
week to recover data

In 2017 a ransomware attack on FedEx cost $300 
Million to clean up

Total global cybercrime damages are expected to 
reach $6 Trillion by 2021 



Why now?

Ransomware Attacks

Cryptocurrencies

Increasingly 
Complex Security 

Environment

Expansion of 
Internet Enabled 

Devices



Cryptocurrency
Primer

Digital Currency

No central authority (banks and other financial 
institutions)

Through a distributed ledger, the system itself keeps 
track of transactions and ownership

The system keeps track of (or limits) creation of 
currencies and who owns what

Ownership is proven through sophisticated 
cryptographic algorithms
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Digital currency

No central authority (banks and other 
financial institutions)

Through a distributed ledger, the system itself 
keeps track of transactions and ownership

The system keeps track of (or limits) creation 
of currencies and who owns what

Ownership is proven through sophisticated 
cryptographic algorithms



How does it 
all work?

Attack comes through direct attack on network 
(typically terminal servers) but email attacks are 
much more prevalent.

By leveraging the interconnected nature of servers, 
computers and other devices, once in the “system” 
attacks can spread rapidly throughout the 
organizations infrastructure

The attack effectively encrypts nearly every file with 
sophisticated software that is effectively 
unbreakable

Once in place, the attackers place files on every 
infected machine that indicates how to contact the 
attacker who will then demand a ransom to be paid 
in cryptocurrency

As with cryptocurrency, the attackers email host is 
also anonymous



What happens next?

• 3 possible next steps after infection

1. Do Nothing. All files are 
unrecoverable and must be 
recreated from scratch after each 
possible device is sanitized.

2. Contact the attackers and pay the 
ransom. The attackers may or may 
not provide the decryption keys 
and software.

3. Sanitize every device and restore 
files from backups.



Wickenburg Community 
Hospital

• Located in Wickenburg, 
Arizona a town of about 6,500

• Geographically large 
catchment area including 
portions of Maricopa and 
Yavapai Counties

• 19 Bed Critical Access Hospital

• 24-hour Emergency 
Department with Trauma

• Medical Air Transport Base

• Surgery Center

• Rural Health Clinics

• Thriving OP Lab, Radiology, PT, 
Infusion etc



June 28, 2019

• First indication we were 
under attack was a file 
popping up on computers 
throughout the hospital 
early Friday morning



June 28, 2019

After further investigation, the team realized we were 
under serious attack.

Local and Federal law enforcement were notified.

All files not expressly used to operate windows-based 
computers and servers or that were in use at the time 
of attack were encrypted on over 280 computers and 
servers.

That means every excel and word document, picture, 
Adobe PDF, database file, video, etc were completely 
useless.



Initial Effects 
on the 
Organization

• No access to any operational files for 
administrative or clinical teams:

• Finance

• Accounting 

• Care Management

• Billing and Coding

• Patient forms

• Internet Browser files (bookmarks, 
saved passwords,etc)

• No access to infrastructure 
management systems including 
servers, VoIP phone systems etc

• NO ACCESS TO VARIOUS BACKUP 
SYSTEMS



Attack 
Response

Began laborious process of re-
imaging nearly every computer 
on the network to a clean-state

This process was further delayed as 
our internal files and tools were 
also encrypted

Focused efforts on sanitizing and rebuilding servers 

Rebuilding of phone system on 
new virtual hardware 

Necessary to keep phones working

Even had to re-record IVR prompts 
and rebuild call routing from scratch

Prioritized computers by need (Clinical first, etc)

Installation of a more robust cyber-security software



Attack 
Response

Work continued nearly around the clock through 
Sunday night and back again early Monday morning

The team was able to restore data from a legacy tape 
backup system, but still lost approximately 6 weeks of 
data from the file server in about 48 hours from initial 
attack surfacing

EMR/EHR data was not affected due to software as a 
service model and hosting of internal data on non-
windows-based machines

Final re-imaging of machines and rebuilding of systems 
took another 4+ weeks



How to 
protect your 
business

3 2 1 Rule

Least Privileged Access

Backup and Restore testing

Active management and oversight of cyber security 
software and vulnerabilities

Review business insurance policies for cybercrime 
liability and damage riders



3 2 1 Rule

3 backups total

2 backups on site in different 
formats/media

1 backup offsite

IT Tools

Backup and 
Recovery 
Software

Business Data



Least 
Privileged 
Access

IT and other 
administrative staff 

typically have 
significant access to 
networked devices 
for file sharing and 

other functions

In a typical 
ransomware attack, 
the attack spreads 
to any other device 
or machine that the 

current user has 
access to. 

All users should be 
limited to only what 

they need

Administrators need 
to use multiple 

accounts, with the 
least privileged 

account in use for 
day to day activities



Backup and 
Restoration 
Testing

Backups must be checked on a 
frequent basis (no longer than 

once per week)

At least once a month, test your 
systems’ ability to restore actual 

files

If you can’t trust your solution, 
you don’t have a solution



Cybersecurity 
Software

While a significant time investment, 
cybersecurity software MUST be managed, 
including security updates, signature files, 
and other tools of the trade

External access into your network needs to 
be managed judiciously

Free or low-cost email platforms may not 
provide the level of security that is required 
in today’s environment



Insurance 
Policy Riders

• Review your policy for cybersecurity 
riders including:

• Liability for PHI and personal data 
breaches

• Reimbursement for cybersecurity 
mitigation efforts

• While not ideal, many businesses 
also choose to obtain ransom fee 
insurance to defray the costs of 
actually paying a ransom



Questions?


